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Fast Failure Recovery of IP Networks

ZHANG Mirr gui, LIU Bin
(Deparment o Camputer Science and Tedvnology , Tsinghua University , Bejing 100084 China)

Abstract:  Internet has become an essential infrasgructure of communication. Limited survivability in the face of failure m-
pairs the peformance of Internet. Recent years, fag failure recovery of IP network has drawn much attention. As the date of-art,
there three ways to realize fast failure recovery of IP Networks: (1) to accelerate the convergence of IP ouing; (2) to employ the
proactive recovery strategy; (3) to increase the peed and accuracy of failwe detection. This paper analyzes the defects of the exist
ing solutions. In order to realize fast failure recovery of IP networks, we should: (1) balance the traffic load after recovery; ( 2) do

. . . ’ .
interoperability test and redesign the routers architecture.

Key words: TP network; failure recovery; routing convergence; backup path; load balance

division multiplexing, DWDM)

Thits/s (341 ,
1983 , ARPANET TCP/ 1P 151, (3) ( missiorrcri ical)
llJ ' ’ ’ 2 2 b
[2]5 ’ . N : ( 1)
20 , ,
: , ' (2) (
’ )
(1) :(3) ,
, VolP 5 (4)
; :(2) :(5) :
, ( dense wave length (7.8
: 2007 07 18; : 2008 03- 12
: ( No. 60373007, No. 60573121) ; ( No 705003) ;
( No 20040003048, No. 20060003038) ; (No. JCpy2005054); 973 (No. 2007CB310701) ; 863

(No 2007AA012216)



1596 2008

2 2 ]P b

(91, P ’
, P (Internet Engineering Task Force, IETF) 7
. ” ( Bidirectional Forwarding Detection,
, : BFD) 12
( link-state advertisements, L.SAs) P )
) (D)
(1 , : ( 2)
LSA;
” 2 P
. , LSAs
” ]_SAS IP ’
(link-state datebase) , . ,
LSA,s , 2.1 1P
( convergence) . [ 16~ 18] P
, LSAs
: . [2] 7
. (1) :(2)
P . (3) [SAs ; (4) LSAs
s ;(5) LSAs SPF
, ; (6) SPF
[ 10] . 5 (7)
P , 7
s 1 ? P
, P HELLO
P N HFLLO 105, :
HELLO HELLO
, 4041
P (1) ,
P P HELLO . HELLO
LSAs HELLO . HELLO
[18. 51 HELLO
, HELLO , , ,
( timer) i , [20] ,
:(2) HELLO 275ms; 2
, S ,
2s  12¢; 3
LSA (MinLSInterval ) ,

[} (3) _/ , Minl SInterval



8 1P 1597
, ure Insensitive Routing, FIR) ” .FIR
LSA, LSA . 1 ,
MinLSInterval ISA , S T S A BT. AB
OSPF Minl Skterval , S T A S, S
50, 4 , LSAs \ AB BT \ A
, 10ms  100ms T ATS. S
(51, 5 SPF \ \ SDT.
SPF \ SPF FIR \
, SPF \ FIR
\ 55, P . ,FIR
s 118 6 P ,
SPF , SPF ,
Dijkstra 0(l , FR
* log(n)), . n
(. , 100ms AT ~
400ms SPF /?3{?\6 l/@"{?\ﬁ
(2] 6 @ - - @ @ - ~
| ! NG W V2
1ms, , 5 \\\‘ 5 _.///
, s 7 (@ w
1.5512 2 MRCHHIEHEEMESHEE
[16] 7 ( Multiple Routing Corr
' figuraions, MRC)” .MRC
' , P DSCP
2 , ,
[ 21]’. s a
P ks e b AB a
w S T S A-BT . b
P , ., AB (
. ) , S SPF T
| A-B, SCGDT.
(2] ’ ) SPF )
' .  MRC MRC
’ SPF
| \ MRC .
[ 19] 7 ( Outdegree 2, 02) 7
’ .02 )
3
: 1P ’ T,
g 02
' A-B,
[ 19] i
AT BT
[13]

\//
Bl 1 FIR AT O K

B3 02brH .. 02 ,



1598 2008
, ;(2)
) 02 02 ,
SPF Dijkstra , , 4( a) LA S A
02 P HFLLO ,S SA A S T
, ,02 S T S
; T SBAT.
’ ’ A . N B S
02 \ 02 , B-A ,
. T ,
IETF ,
, : [ 16] [23] , . [ 16] ;
(Mulir Topology, MT) , SPF , 4(b) , SA S
; [24] SRLG A HELLO ,S A ) S T
, \ SBAT SCGAT, S
; [ 25] ) i T , \
7, ; [ 20] \ [27]
; [26]
g P
23 w
e 2
, P HELLO ) Pt
| T .2
2 2 ]—SA‘S a b c . 5
, P , Yy )7t
B s IPERKEERMEHR— ’
: ’ Exour (ot I 2 bre ;
) s 1P P
, AC BC P [SAs
P , , A BC .
, A HELLO A C,
2 B- C b A
1SAs, . BC ,
4
9 S T 9
A SA , S A HEI:
o S A SA P
5 s . (1) (disjoint)
= , [25] .
@ (E Y R Y 4 (Shared Risk Link Group, SRLG)
1 2 ‘\ P4 . L - /\
SO, SO0 ’ ()
s 1— A J\\[-/ " il i P ,
] w2 SRLG. SRLG
\\\\<571 N SRLG
(C 2 D s
h . w — Y . . P 5 b‘C s
(a) 15 1 A (b) FE B S-A
B4 42 A BREREER S-A MBS EOR T S—A K%K P AC o BC . SRIG(be)= {AC,
B-C) b P




8 : IP 1599
AB  BC ., SRLG(b)= {A-B,BC). , , :(2)
[25] :(3)
SRLG, B-C SRIG( b ¢)
SRLG(b), B-C , 31
SRLG
) ( FR), )
, ( MRC). ,
FIR. 9 2
FIR [28,29]
1 , A-B ,FIR ISP ,  MPLS
BT SRLG , e P
2 1 2
) SGT S T S [30~ 33]'
¢BT. G(N,A) , a c
’ ((L), l(a)a u(a): l((l)/
HELLO e(a). , a€A,
) P u(a) Sl ) [33]
s SONET ” (alarm sgnal)”,
[1. 12, 14]
s I(a), 0=<u(a)< 1/3
) ) 30(a)= 2¢(a)/3, /3= u(a)< 2/3
, R SONET O I a) )= 10l (a)- 16¢( a)/3, 2/3<u(a)< 9/10
» ” , 70l(a)- 178¢( a)/3, 9/10= u(a)< 1
HELLO (12,14 HELLO 5000(a)- 1468c(a)/3,  1=<u(a)< 11/10
[12] » 5000/ (a)—- 16318¢c(a)/3, 11/10=u(a)< o
(BFD)”. BFD HEI ca€A, d(0)= 0, ;
LO Py ’ 2
BFD BFD I( ) . LN i(a))
. i HELLO v
,BFD , BFD SPF
; ,BFD )
. .BFD
2 ’ NP [33/’
[21]  [28]
3 P [28] .
Le.
P 7 c
2% 1(a)) ;
) B B a€ A
, : . 127 Le Le ;
P ) [33] ,



1600 2008

HELLO , LSAs
SPF .
s : FIR s
P SPF
;02 SPF 5
MRC  MT P ( Differentiat
ed Savices Field™ ,DS ) s
DS [
1P . BFD
P
, ’ 7
B 6 Bt P S L [ 5 B A B R P
(FE o F i SR 40 R B 1R AR KA ) ,
, s [ 36]
: /27, ’ ' ,
28 31~ 33] , , 1351 1p
w(a)= k* l(a)+ d i
kd . . , ,
6 s a |, S,A,B,C,D P , BFD
T 1 . ,
SPF b b ,
s SA A-B, BC, G- ,
T,G-D, DE, A-E k+ d, 2%+ d, 3k+ . FR .
d,6k+ d,2k+ d, k+ d, d, %Ill’ffr&ﬂil;

SPF , / L] , .
% % . B IR A MU
c 5 , c \~\\ Jo

d. d o @
R R F Sk >

. c FoBisat M | | FoBbAEA D N
d . , 9) - e el ] @
 F—Bkituhk K FBeaEA D 2 -—
""" F—Beihb A1 1
/34 F— Bk 2 H ) 1P st
’ ’ F kil 1 ® ® ® ®
’ 1 r T
l [ 1
32 P [itrteseinse | [Detrdesinse | - [ Jptr g |
W 75 9K
P ®|®

P ® :
[ F otk | [ Hmwewit | [ os#B F— g

A
B 7 FEah R S SR B AR R G R “
© 19911132()10 China Academic Journal Electronic Publishing House. All rights reserved. http://www.cnki.net




1601

(1]

[2]

[3]

[4]

[3]

[6]

[7]

[8]

[9]

[10]

John T M. OSPF: Anatomy of an Internet Routing Protocol
[ M]. Massachusetts, USA: Addison Wesley Longman, Inc,
1998.
lannaccone G, Chuah G N, Mortier R, et al. Analysis of link
failures in an IP backbone[ A]. Proceedings of ACM SIG-
COMM Internet Measurement Workshop,, Marseille, France,
2002[ C].New York, USA: ACM Press, 2002.237- 242.
Sahasrabuddhe L, Ramamurthy S, M ukherjee B. Fault manage
ment in [P over WDM networks: WDM  pwotection versus 1P
restoration| J| . IEEE Journal on Selected Areas In Communica
tions, 2002, 20( 1): 21— 33.
Zhou DY, Submmaniam S. Survivability in optical netwoiks
[J]. IEEE Network, 2000, 14(6) : 16— 23.
Park J T. Resilience in GMPLS path management: model and
mechanism| J] . IEEE Communications M agazine, 2004, 42(7):
128- 135.
Awduche D, et al. Overview and principles of Intemet traffic
engineering[ S] . Internet RFC 3272, M ay 2002.
Moore D, Shannon C, Claffy K. Code Red: a case study on the
spread and victims of an Internet worm| A]. Pwoceedings of
ACM SIGCOMM Internet Measurement Workshop, M arseille,
France, 2002| C]. New Yoik, USA: ACM Press, 2002. 273 -
284.
Moore D, Shannon C, Voelker G, et al. Intemet quarantine: re-
quirements for containing self popagating code[ A]. Proceed
ings of INFOCOM[ C]. San Francisco, CA, USA: IEEE Press,
2003. 1901- 1910.
Nate Kusiman, Sikanth Kandula, Dina Katab, et al. R BGP:
Staying connected in a connected world[ A]. NSDI 2007 C].
Cambridge, Massachuseits, USA, Proceedings. USENIX, 2007.
[J]. ,2004,32(7): 1209- 1211.
Shi Bing, Zhou Ming tian. Study of using pre configured alter
native o ute in broadband netw ork [ J] . Acta Electronica Sinr
ca, 2004, 32(7) : 1209— 121 1. (in Chinese)

[11] S Bryant, C Fildils et al. IP fast reroute using tunnels[Z] .

ETF Internet Draft (work in pro gress) , Apr 2005.

[12] Katz D, Ward D. Bidirectional forwarding detection| Z] . IETF

Intemet Draft (work in progress) , June 2006.

[13] Lee S, Yu YZ, Nelakuditi S, et al. Proactive vs reactive apr

po aches to failure resilient routing| A |. Proceedings of INFO-
COM[ C]. Hong Kong: IEEE Press, 2004.7- 11.

[ 14] Ken O, Vishal S, Mathew O. Netwoik, suryivability considera



1602

2008

tions for traffic engineered IP netwoiks| Z]. IETF Internet
Draft (work in progress), May 2002.

[15] Shand M. IP fast reruie framework| Z]. IETF Internet Draft
(work in progress), June 2005.

[16] Kvalbein A, Audun Fosselie Hansen, Cicic T, et al. Fast IP
network recovery using multiple routing configurations| A] .
Proceedings of INFOCOM] C] . Barcelona, Spain, IEEE Press,
2006. 1- 11.

[ 17] Piewe F, Clarence F, John E, et al. Achieving subr second IGP
convergence in large IP netwoiks[ J]. ACM SIGCOMM Conr
puter Communication Review, 2005, 35(2) : 5- 44.

[18] Alattinoglu C, Jacobson V, Yu H. Towards millt second IGP
convergence| Z] . IETF Internet Draft ( work in progress), Nov
2000.

[ 19] Schollmeier G, Charzinski J, Kirstdter A, et al. Improving the
resilience in IP networks[ A]. Proceedings of High Perfor
mance Switching and Routing, Torino, Italy, 2003[ C]. USA:
IEEE press, 2003. 91— 96.

[ 20] Basu A, Riecke J. Stability issues in OSPF routing] A]. Pro-
ceedings of ACM Special Interest Group on Data Communica
tion, San Diego, California, United States, 2001[ C]. New
York, USA: ACM Press, 2001.225- 236.

[ 21] lannaccone G, Chuah G-N, et al. Feasibility of IP resoration in
a tier 1 backbond J] . IEEE Network, 2004, 18( 2): 13— 19.

[ 22] M arkopoulou A, lannaccone G, et al. Characterization of failues
in an IP backbone[ J] . IEEE Network, 2004, 18(2): 13— 19.

[ 23] Psenak P, Mirtorabi S, Roy A . Mulir Topology ( MT) routing
in SPF[Z]. IETF Internet Draft ( work in progress) , February
2006.

[ 24] Atlas A. Basic Specification for IP fast reroute: loop free alter
nates[ Z |. IETF Internet Draft (woik in progress), February
2006.

[ 25] Bryant S, Shand M, Previdi S. IP fag reroute using not via ad
dresses| Z] . IETF Intemet Draft (work in progress), Oct
2005.

[ 26] Atlas A. U- turn aternates for IP/ LDP fas reroue[Z] . [ETF
Internet Draft (work in progress) , Feb 2005.

[ 27] Apostolopolous G. Using M ultiple T opologies for IP only Pro-
tection A gaing Network Failwes: A Routing Performance Per
spective[ R] . Crete, Greece: ICS FORTH, 2006.

[28] Kvalbein A, Cicic T, Gjessing S. Post failure rouing perfor
mance with multiple routing configurations| A ]. Proceedings of
INFOCOM[ C] . Anchorage, Alaska, USA: IEEE Press, 2007.
98- 106.

[ 29] Awduche D, et al. Overview and principles of Internet traffic
engineering| Z] . IETF Internet Draft ( work in progress),
2001.

[ 30] Fortz B, Thorup M. Traffic engineering with traditional IP

routing potecols| J|. IEEE Communications, Megazine, 2002,

40(10): 118- 124.

[31] Fortz B, Thorup M. Optimizing OSPF/IS IS weights in a
changing world[ J]. IEEE Journal on Selected Areas n Conr
munications, 2002, 20(4) : 756 767.

[32] Nucci A, Schroeder B, Bhattacharyya S, et al. IGP link weight
assignment for transient link failures| R]. Burlingame, CA
94010, USA : Sprint Advanced Technology Labs, Technical re
port: TRO2 ATI- 071000, 2003.

[33] Fortz B, Thorup M. Intemet traffic engineering by optimizing
OSPF weights[ A] . Proceedings of INFOCOM[C] . Tel Aviv,
Israel: IEEE Press, 2000. 519- 528.

[34] Bertsekas D, Gallager R. Data Networks| M]. 2nd ed. Engle-
wood Cliffs, New Jersey: Prentice Hall 1992.

[35] Nichols K, et a. Definition of the differentiated services field
(DS field) in the IPv4 and IPv6 headers| S]. Internet RFC
2474, December 1998.

[36] Hinden R. Intemet Routing protocol standardization criteria
[S]. Internet RFC 1264, O ctober, 1991.

[37] University of new Hampshire InterOperability labl DB/OL].
http: // www . jol. unh. edw/ , 2007 0701/ 2007 0F 10.

[ 38] Zheng K, Hu C C, Lu H B, et al. An ultra high throughput and
power efficient TCAM based IP lookup engine[ A] . Proceed
ings of INFOCOM [ C] . Hong Kong: IEEE Press, 2004. 1984
1994.

[39] Francois P, Bonaventure O, Shand M, et al. Loop free conver
gence using oFIB [ Z |. IETF Internet Draft ( work in
progress) , Oct 2006.

[40] s . MPLS
[J]. ,2005,33(4): 718- 720.

Ni Su hua, Tang Bao min. Dynamic tmaffic paiitioning on
MultiPath in MPLS systems| J|. Acta Electronica Sinica,
2005, 33(4):718 720. (in Chinese)

, 1980

, 1964 ,

ATM ISDN



